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Security report playbook

A clear test. Evidence others can reproduce.

Use your actual test evidence to complete each section and remove irrelevant sections. The example is

educational, not a claim about a real service.

01 02 0}
Understand Verify Write
Identify expected and observed Connect each claim to test evidence Make the result reproducible
behavior
ENGLISH EDITION GUIDE + WORKSHEET / 04 PAGES
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Write a report others can review

Organize behavior, steps and impact, then review your evidence

o1 Title

Describe the flaw, affected feature and demonstrated impact.

Example wording: Missing order ownership validation allows one test account to view another test

account’s order.

02 Summary

Describe expected behavior, observed behavior and prerequisites, including the account role

required.

03 Scope and environment

Identify the asset, endpoint, HTTP method, role, test time and application version if known. Label

accounts you own Account A and Account B. Remove cookies, tokens and personal information from

shared evidence.

04 Reproduction steps

1

2

3

Prepare the required accounts and resources in the authorized environment.

Perform the normal action as the resource owner and capture a baseline.

Change one variable using the other account’s session, identifying the requested resource.
Compare the expected and actual outcomes.

Verify returned data or stored server-side state; HTTP 200 alone proves nothing.

By: Ramez Medhat 15 rv-u.tech
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Evidence, impact and final review

Organize behavior, steps and impact, then review your evidence

o5 Evidence

For each relevant step, include the request, meaningful response excerpt and acting account.
Establish resource ownership. Add a readable screenshot or short video when useful; video should

complement written reproduction steps.

06 Impact and limits

State the access or state change you demonstrated. Separate evidence from hypotheses. Do not

generalize a limited test to all users or invent financial loss.

07 Remediation

Address the underlying cause. For the order ownership example: validate server-side permission for

the resource on every sensitive action and add regression coverage.

08 Before submitting

The asset and testing are in scope.

Another person can reproduce the steps.

Expected and actual outcomes are explicit.

Secrets and private data are removed from shared evidence.

Impact and severity follow the evidence.

0O 0O 0 o o o

The title and summary describe this specific finding.
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From a test to a reviewable draft

Organize behavior, steps and impact, then review your evidence

Asset and endpoint Accounts and resources
Account A / Account B / Owner

Title and summary

Flaw + affected feature + demonstrated impact + prerequisites

Reproduction steps

Setup, baseline, controlled change, verified result

Expected / actual Impact and evidence limits

Evidence and remediation

Connect evidence to steps and address the underlying cause

Final review

Can someone else reproduce it? Have you removed secrets? Does impact follow the evidence? HTTP 200 alone does not

prove a flaw.

By: Ramez Medhat 17 rv-u.tech
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Target research fieldnotes

Understand the application before adding tools.

Build a small map, prioritized questions and evidence for each test before expanding your toolchain.

01 02 03
Set boundaries Map the app Prioritize
Assets, accounts and engagement Features, requests, roles and resources A clear hypothesis and a verifiable
rules outcome
ENGLISH EDITION GUIDE + WORKSHEET / 04 PAGES
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Five steps to a clearer target

A small map, prioritized questions and evidence for each test

o1 Boundaries

U Record allowed assets, exclusions, account rules and request limits.
= Verify newly discovered assets are in scope before interacting.

g Identify your test accounts and available roles.

02 Normal behavior

Use core features: create, read, update and cancel.

Follow requests and responses in Burp Suite.

@]

Identify session storage and changes during login and logout.

0

Map workflow steps and allowed state transitions.

03 Application map

Create columns for: feature, path, method, role, resource, potential impact and notes.
g Map relevant paths from application traffic, JavaScript and available documentation.
Link identifiers to resources and owners.

Identify sensitive features such as recovery, email changes, roles and payments.

0O O O

Record uncertainties instead of assuming answers.

By: Ramez Medhat 19
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From a map to a testable hypothesis

A small map, prioritized questions and evidence for each test

04

@]

O 0O O O

O 0O O O

Testable hypotheses

Are roles and resource ownership checked at each step?
Does the server validate prices, quantities and state?

Do the Ul and corresponding APl enforce the same rules?
Can a state transition happen before its prerequisites?

Give each test a baseline, one controlled change, expected outcome and evidence requirement.

Prioritize and review

Start with sensitive features you can verify using appropriate test accounts and resources.
Record negative results too.
Distinguish server-side impact from local interface changes.

Leave yourself a clear next step before stopping.

Measure progress by whether you can explain what you are testing, why it matters and which

evidence would confirm the result.

By: Ramez Medhat 20 rv-u.tech
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Your target research worksheet

A small map, prioritized questions and evidence for each test

Asset and boundaries Accounts and roles

A small application map

Feature / endpoint Role / resource Question / observation

One hypothesis to start with

Expected rule + the assumption to test

Baseline and controlled change Expected outcome and evidence

Notes and next step

What is confirmed and what still needs evidence?

Before adding tools
Can you explain what you will test, why it matters and which result would support or reject the hypothesis? If not, return to

the map.
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Camp readiness checklist

Prepare your time and tools. Bring an attempt.

A preparation checklist, not an admission test. Work on missing items or discuss them with me during the

interview.
01 02 0}
Review foundations Prepare your setup Plan your practice
Web concepts and hands-on Burp use Computer, connection, audio and Weekly time, useful notes and
tools questions
ENGLISH EDITION GUIDE + WORKSHEET / 04 PAGES
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Arrive with the foundations ready

A checklist for a clearer starting point, not an admission test

o1 Foundations

g Explain the difference between a request and a response.

Understand URLs, methods, headers, bodies and status codes.
Understand accounts, sessions, authentication and authorization.

Intercept a request with Burp Suite in a training environment.

O 0O O O

Navigate files and folders and run a simple terminal command.

02 Setup

Computer, charger and stable internet.

Burp Suite and a testing browser ready.

Working Discord access and clear audio.

Space for notes, recordings and training files when needed.

Screen sharing tested before the first session.

0O 0O 0 o o o

Read RVU Commerce setup instructions in its repository and follow the version used in the camp.
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Plan your time and document attempts

A checklist for a clearer starting point, not an admission test

03 Time
O Review the Monday and Thursday schedule: 7:30-10:30 PM, Cairo time.

O Set aside 5-7 practice hours weekly, in addition to live sessions.

O Collect qguestions for the private review every two weeks.

04 Document an attempt

Record: What did | expect? What did | change? What actually happened? What evidence supports it?

What remains unclear? What should | try next?

o5 Before the interview

Prepare a short description of your level, one attempt where you got stuck, your goal and your

available time. The purpose is to understand your starting point, not memorize answers.
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Your first-week plan

A checklist for a clearer starting point, not an admission test

My starting point What | need to prepare

What | understand and have tried myself A missing tool or foundation and one practical step

Practice time | can protect

Day Time Practice / review

An attempt | can discuss

Expectation / controlled change / result / evidence

A question | need help with My next step

Document each attempt

What did | expect? What did | change? What happened? What is the evidence? What remains unclear? What should | try

next?
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